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HISTORIE

1981 | DOS

1985 | WINDOWS 1.0 ( INTERFACE MANAGER )

1987 WINDOWS 2.0

1988 | WINDOWS/286; WINDOWS 386

1990 WINDOWS 3.0

0S/2

1992 | Winbows 3.1; WINDOWS 3.11

1992 | WINDOWS NT 3.1

1995 | WINDOWS 95 ( 5 EDITIONS )

1996 | WINDOWS NT 4.0 ( 4 EDITIONS )

1998 | WINDOWS 98 ( 2 EDITIONS )

2000 | WINDOWS 2000 ( 5 EDITIONS )

2000 WINDOWS ME

2001 | WINDOWS XP ( 15 EDITIONS )

2003 | WINDOWS SERVER 2003 ( 5 EDITIONS )

2006 WINDOWS FUNDAMENTALS FOR LEGACY PCs

WINPE 1.0

2007 | WINDOWS VISTA ( 8 EDITIONS )

2008 | WiNDOWS 2008

WINPE 2.0; MS DART

Fundamentals for

Legacy PCs
Startar Edition

>—®

Windows
Media Center 2003
Media Center 2005
g XP for x84
34
311

311 WIWG

w
7]
m

8pa0 paiBys |n@
\ 4
c
3

Home %
rofessional
XP for |AB4
Media Center

Warkstation Professional Embeddad

Sarver Sarver Mu.niple
Advanced Servar Advanced Server vanants
Data Center
Adv Server |AG4
Datacenter 1464
1985 1987 1990 1992 1995 1998 2000 2002 2006

Jaky je rozdil mezi 64bit a 32bit?
V adresaci — napf. 32 bit je kvali tomu schopen
pojmout jen max 4GB paméti ( tzn. pokud mame 4
GB RAM a 1 GB na grafické karté, tak se bude
vyuzivat pouze 2 GB paméti, protoze to bere jako

RAM + VGA ).
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VERZE

- major a minor verze (1.0 2 6.0)
- dvé architektury ( od Windows XP se spojuji do jedné )
o  Windows 9x
=  béZné verze uréené pro domaci pouZiti - 95, 98, ME, ...
e  Windows NT
= profesionalni fada zaloZzena na NT jadre
- od Windows XP pfichazi rozdéleni edici ( Home/Business )

VERZE EDICE

Windows XP Windows XP Professional

Windows XP Home Edition

Windows XP Professional x64 Edition

Windows XP Media Center Edition 2005

Windows XP Tablet Edition

Windows XP Corporate

Windows XP Embedded

Windows Fundamentals for Legacy PCs

Windows XP Starter Edition

Windows XP Professional N

Windows XP Home Edition N

Windows Vista Windows Vista Starter

Windows Vista Home Basic

Windows Vista Home Premium

Windows Vista Business

Windows Vista Enterprise

Windows Vista Ultimate

Windows 7 Windows 7 Home Premium

Windows 7 Professional

Windows 7 Ultimate

Windows 7 Starter

Windows 7 Home Basic

Windows 7 Enterprise

Windows 8 Windows 8

Windows 8 Pro

Windows 8 Enterprise

Windows 8 RT

*vSechny edice obsahujici Windows Media Playeru mohou byt doplnéné o pismeno N na konci celého
ndzvu, ¢imZ vznikne ndzev odvozené edice bez Windows Media Playeru ( vynuceno antimonopolnim
fizenim )

»32 bit
- limit na opera¢ni pamét 4 GB
- vétSina 64 bit programi nebude na 32 bit fungovat, ale naopak ano ( tedy 32 bit na 64 bit )
- pro ovladace toto neplati, musi se vidy vybirat pro konrétni verzi
- mensi vykon
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ORIENTACE A NASAZENi WINDOWS

- centralizace managementu
- objektivné orientovano ( .NET)
- otevfeno pro 3rd parties
- virtualizace
e SoftGrid
= virtualizace aplikaci
e Hypervisor
= soucast Windows 2008
e Shims
= simuluje prostredi starSich OS v novych verzich Windows ( Vista, Windows 7 ),
pro zajisténi zpétné kompatibility s existujicimi aplikacemi

- béiné nasazeni Windows:
e intranet server
e directory services
e workstations
e terminal servers ( Linux/WinCE client image )
e messaging server
- neni doporuceno pro DMZ a proxy

SCRIPTING

- command interpreter - cmd.exe

- command extensions ( default ) /E:ON

- file and directory name completion /F:ON

- delayed environment variable expansion /V:ON

»Proménné
- vypis proménnych (set)
- systémové promeénné
- spec. proménné ( cd, date, time, random, errorlevel )
- parametry ( %0, %1, ... %* ), pfikaz shift
- set (/a) promenna = vyraz — manipulace s proménnymi
- %var% — ndhrada hodnotou pfi vstupu na fadek nebo do vicefadkové struktury; nevyhonoti
se v cyklu — misto toho je lepsi pouzit lvar! s cmd.exe /V:ON
- lvar! —nahrada hodnotou tésné pred pouZitim ( delayed variable expansion )
- command < file — vstup; presmérovani
- command > file — vystup; presmérovani
- command 2 > file
- command > file2 > &1
- command 1 | command 2 | command 3 — roura, filtrovani
- filtry: sort, find, more
- specialni soubory: nul ( ¢erna dira ), con ( konzole ), prn ( tiskarna ), com1 ( seriovy port)
- rem (::) — poznamka v kddu
- :label — navésti pro skoky v kédu
- goto — nepodminény skok
- pause — pauza, vhodné pro debugging
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cd — zména adresare ... cd /d d:\temp
copy, xcopy, copy filel+file2+file3 file

del *.*

rmdir /s /q %temp%

podretézce: set rok=%date:~-4%
matematické Fetézce: set /a rok=%rok% + 1
nahrada textu: set var=%var%:old=new%

podminény prikaz

IF condition commands

IF condition ( commands ) ELSE ( commands )

[NOT] EXIST filename/dirname — test (ne)existence souboru nebo adresare
[NOT] DEFINED var — test existence proménné

[NOT] ERRORLEVEL number — test navratové hodnoty

[/1] [NOT] stringl==string2 — test shody retézcl

Misto ,,==" mUlze byt EQU, NEQ, LSS, LEQ, GTR, GEQ

Cyklus zpracovavajici radky souboru, stdout spusténého programu, adresafovou strukturu
FOR %v IN (set) DO commands — vyuctovy cyklus

FOR /L %v IN (start step end) DO commands — aritmeticky cyklus

FOR /F [“options“] %a IN (file-set nebo “string* nebo ‘command’) DO commands — options
jsou SKIP=n ( vynechani prvni n fadk( ); EOL=c ( nastaveni znaku konce radku ); DELIMS=xxx (
nastaveni oddélovacu, default mezera a tab ); TOKENS=x,y,m-n[*] ( vybér polozek na radku,
znacenych pak %a, %b, atd.
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ARCHITEKTURA MS WINDOWS

User Applications
A
User Mode Win32 Subsystem
Sygiem Wind2 AP
Processes T
(Kernel32.dV, User32 .ol GD32.dN)
SEssion
Manager Emviranment Functions
WinLogon
: \j
: NTOLL.DLL
User Mode
Kernel Mode
Execulive Services
Karna! Mode System Process System Servicas
0 Ma W'fn.?.;é’ﬂ'. aYs
S S Funtime Pﬁﬁ mw Vit mmﬂ"
GEl Library Memary _Managér__
| Manager i nctiang ,_Eﬂ“;r Marager  pynanar Gfﬂﬁ‘gﬁ'mfa“
Fila Systam Intertace
Manager
. ol .
Daviga Drvars - mfm
Hardware Abstrachion Layer (HAL}
Hardwarg

Windows podporuje 2 Pentium ringy
e Ring0 - kernel
e Ring3 —user

e Ringy si mlizeme predstavit jako ,,Uurovné opravnéni” ( Urovné vykonavani kédu ), které

se déli na user mode a kernel mode - z divodu bezpecnosti

» standartné béZi program v user mode, ze kterého ma omezené pravomoce na

provadéni nebezpecnych operaci

= o vSechny tyto nestandartni operace se musi zazddat u operacniho systému
= tim se zajisti vétsi stabilita systému a nestane se, Ze by néjaky proces jen tak

shodil systém ( s pfipadnou ztratou dat )

* nebezpecné/kritické operace se tak provadi pouze v kernel modu a OS ma vétsi

moznost dohliZzet na procesy

user thready se mohou prepipnat mezi user a kernel modem ( na zakladé API )

drivery bézi v kernel mode
e (astd pric¢ina BSOD
e fake drivers ( antivir)
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»Procesy a thready

Jaky je rozdil mezi procesem a
vidknem (threadem)?
Procesy jsou samostatné jednotky nesouci kazdy svou vlastni informaci a
jsou na sobé , nezavislé”; jsou to bézici instance néjakého programu. A
kazdy takovy proces se sklada z jednoho ( a nej¢astéji z vice ) vlaken (

threaddl ), coz si Ize pFedstavit jako ,paralelni cesty” vykonavani kédu.

- kazda aplikace obsahuje minimdliné jeden proces

- kazdy proces obsahuje minimdlné jeden thread

- kaZzdy proces ma viastni memory space

- thready jednoho procesu bézi ve stejném memory space
- CPU cas je ve skutecnosti ptirazovabn threadu ne procesu
- sluzby ( services ) clenime na nékolik ¢asti:

e APl sluzby

o systémové sluzby

e interni sluzby

- nejdalezitéjsi systémové procesy:
o Idle —jeden thread na monitorovani CPU idle time ( nec¢innost )
e System — bézi pod nim jen systémové thready ( floppy disk driver, cache management,
)

e SMSS — session manager = jeden z prvnich spusténych procesu; definice systémovych
proménnych; MS DOS nazvy ( LPT1 ); natazeni kernel ¢asti do subsystému Win32;
spusténi winlogon

e CSRSS — Client/Server Runtime Server Subsystem; Win32 subsystém; console windows,
threading

e WinLogon — WinLogon proces (ctrl+alt+del; shell)

- Win32 je jednim ze systémovych prostredi, kterd obecné plsobi jako rozhrani mezi
uzivatelskou aplikaci a relevantni ¢asti Windows.

e 32 bitové API pro fadu Windows NT

- NTOSKRNL.exe
e executive
= Process & Thread Manager
= Virtual Memory Manager
= |/O Manager
= Cache Manager
= Object Manager
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o kernel
= Thread scheduling
»= Exception handling
* Interrupt handling
= Synchronization of processors
» Creating kernel objects

»Hardware Abstraction Layer

kernel mode knihovna HAL.DLL

predstavuje abstraktni vrstvu mezi OS a HW

vybira se v prlbéhu instalace OS ( od NT 6.0 zména))
existuje mnoho rliznych typt dle CPU, SMP, ...

»Dalsi subsystémy

Cache Controller
Configuration Manager
I/O Manager

Local Procedure Call (LPC)
Memory Mamanger
Process Structure

PnP Manager

Power Manager

Security Reference Monitor (SRM)
Window Manager

GDI

»Windows NT startup

ntldr
boot.ini
ntdetect
ntoskrnl.exe; hal.dll
boot + system drivers
smss

o Win32k.sys

®  csrss.exe
WinLogon

- Gina

- Userinit

» services.msc « - GUl aplikace pro spravu sluZzeb, konzolové ekvivalenty: net.exe, sc.exe
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ioix
Fie Acion View el
ler[ERpBIE]r =0
PRy Services (Local) ame_/ [ peseription [ Stat... [ startup... [ LogOn As | -
E: % MET Runtime Optimization Service v2.0.50727_X86 Microsoft .MET Framewark NGEN Manal Local System
62 fgere Modem Call Progress Audio Manual  Local System
s nlerter Hatifies selecked Users and computers of .. Disabled  Local Serviee
9 Application Layer Gateway Service Pravides support for 3rd party protocol p.., Started  Manual  Local Service
%3 ppplication Management Provides software installation services su... Manusl  Local System
9t BSPLNET Stats Service Prowides support for out-of-process sess. Marual  Metwork Servies
% Updates Enables the download and installation of ... Started Automatic Local System —
WBackaround Inteligent Transfer Service Transfers data between clients and serv Started  Automatic  Local System
Support Service Started  Automatic  Local Service
B ClipBook Enables ClipBaak Viewer to store informa. .. Disabled  Lacal System
9 COMM+ Event: System Supports System Event Motification Servi,.,  Started  Manual  Local System
%8 COM+ System Application Manages the canfiguration and tracking . Manual  Local System
9 Computer Browser Mainkains an Updated list of computers o Disabled  Local System
8 Cryptographic Services Provides three management services: Ca.., Started Automatic Local System
E: 3 DCOM Server Process Launcher Pravides launch Functionality for DCOM 5. Started  Automatic  Local System
SRaDHCP Client Manages netwark configuration by reg Started  Automatic  Local System
4 4 Distributed Link Tracking Client Maintains links between NTFS files within Started  Automatic  Local System
3 Distributed Transaction Coordinator Coordinates transactions that span mui... Manual  Metwork Service
DS Clent: Resolves and caches Domain Name Syst...  Started  Automatic  Metwork Service
4 Drive Encryption Service Prowides encryption services for Driver E...  Started  Autematic  Local System
i Error Reporting Service Allows error reparting for services and s, Started  Automatic  Local System
SnEvent Log Enables event log messages issued by W... Started  Autematic  Local System
aFast User Switching Compatibilty Pravides managemen: For applications th... Manual  Local System
By Fax Enables you ta send and recsive faxes, . Dissbled  Lacal System
SRaFTP Publishing Pravides FTP connectivity and administra. .. Disabled  Local System
3 Help and Support Enables Help and Suppart Center torun ... Started  Automatic  Local System
S8 HID Input Service Enables generic input access to Human L. Started  Autematic  Local System
S8 HF Protect Tools Device Locking f Auditing Used by HP ProtectTocls to lack devicss ... Manual  Local System
Started  Manual Local System
SRaHTTP 5L This service implemerts the secure hyper... Manual  Local System |
%, Extended )\ Standard /
I

» devmgmt.msc « - GUI aplikace pro spravu ovladac(, konzolové ekvivalenty: net.exe, devcon.exe

RI=

File  Action Wiew Help

Batteries
k4 Bluetooth Radios

g Computer

e Disk drives

g Display adapters

ik DVDYCD-ROM drives

&8 Human Interface Devices

=iz IDE ATAJATAPT controllers

@ InteliR) 82301HEM{HEM SATA AHCT Controller

=% Intelif) ICHEM Ultra ATA Storage Controllers - 2850
=4 Primary IDE Channel

t|-&g IEEE 1394 Bus host controllers

H-+2 Keyboards

t- "y Mice and other pointing devices

]L Modems

- @ Manitors

H-EE Mebwork adapters

—:I---\} Mon-Flug and Play Drivers

-~ 1394 ARP Client Protocol

.\} AFD
.\} Beep
- CognizanceCredMgr
-\> Crypko
-\> dmboot
drload
-\% Crh vk Fioclemk Pcioime —I

e O O O e O e O

ml

» taskmgr.exe « - zakladni aplikace pro zobrazeni bézicich procest

Vv

- pokud chceme spustit pod vys$simi pravy ( pod LocalSystem ): /interactive taskmgr.exe
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=
Fle Options Yiew Help
Applications  Processes | Performance | Networking |
Image Mame [ user hame [_cpu | tem usage Al
swchost exe WETWORK SERWICE 00 368K
System Ide Process  SYSTEM 28K
System SVSTEM 260K
swchost.exe SVSTEM a9k
spooksv.exe SVSTEM 545K
IFXSPIGT e SVSTEM EE
IFRTCS.oxe SYSTEM 7064 K
MOM.EXE SVSTEM 3436 K
smss.exe SYSTEM 404K
IFxpsdsv.exe SVSTEM EE
csrss.exe SYSTEM a432K
winlogen exe SVSTEM 4536
services.exe SYSTEM 3664
lsass.exe SVSTEM 203K
HpFkCryptiexe  SYSTEM 1604K
ufdsvc.exe SVSTEM 2120
suchost.exe SYSTEM 9504k
suthast.exe SVSTEM 5520
MsMpERg.exe SYSTEM 56204 K
swchost.exe SVSTEM 29800K
swchost.exe SYSTEM 3540k
uphlean.exe SVSTEM 480K
svchost.exe SYSTEM 3686 K
wmipryse.exe SVSTEM 545
hpqumies.exe SYSTEM 4176k
ceiezce.ee EM

I~ Show processes from allusers

End Process

|Processes: 44 [cPU Usage: 0%

[Commit Charge: 359m § 3932m

Process explorer — od sysinternals

&% Process Explorer - Sysinternal

B windows Task Manager

File Cptions Yiew Help

=10

#pplications | Processes |

BErformance | Networking |

[CPUUsage — | (CPU Usage Histor

-PF Usage

~Page File Lsage Histor:

~Totals ~Physical Memory (k)

Handles 10485 Total 2088172
Threads 504 Available 1525448
Processes 44 System Cache 36712
- Commit Charge () ~Kernel temory (k)

Total 375716 Total 85536
Lirnit 4027360 Paged 41412
Peak 483844 Nonpaged 44124

Protesses: 44 [CPU Usage: 1% [Commit Charge: 366m f 3532m s

Eile Options WYew Process Find Users Help

EFIEEEEEEA

U—||J_H“

=1a1x]

2
TR PSDitexe

windows Messenger
Microsoft Dffice PowerPoint
s Pri

e Application

al
i

PSD Rurti

Process PID | CPU [ Desoription [ Company Name
El__] System |die Process 0 9324
Tinternupts nia Hardware Interrupts
TDPCs nia Defened Procedure Calls
1] System 4
E‘E SMEs.ENe 836 “wWindows NT Session Mana... Microzaft Corporation
E CHITEHE 932 Client Server Runtime Process Microzaft Corporation
= _ﬂj winlogon. exe 956 “windows NT Logon Applicat... Microzaft Corporation
E‘E SeIvices. ere 1000 0.76 Services and Controller app Microsoft Corporation
E HpFkCrupt.exe 1148 Drivee Encryption for HP Prat... SafeBaoat Intemational
E swchost exe 1212 Generic Host Process for Wi.. Microzoft Corporation
E‘E swchost exe 1240 Generic Host Process for Wi.. Microzoft Corporation
E azghost exe 3384 Global Vitual Card Host Bioserypt Inc.
E swchost exe 1304 Generic Host Process for Wi.. Microzoft Corporation
E MsMpEng.exe 1382 Service Executable Micrazoft Corparation
E swchost exe 1396 Generic Host Process for Wi.. Microzoft Corporation
E swchost exe 1444 Generic Host Process for Wi.. Microzoft Corporation
E swchost exe 1516 Generic Host Process for Wi.. Microzoft Corporation
E swchost exe 1720 Generic Host Process for Wi.. Microzoft Corporation
E isCeiene exe 1956 iSCSI Discovery service Micrazoft Corparation
Espou\sv.eke 224 Spoaler SubSystem App Micrazoft Corparation
E swchost exe B28 Generic Host Process for Wi.. Microzoft Corporation
E |FXSPMGT. exe 08 Security Platform Manageme... Infineon Technalogies G
E IFXTCS exe Tk TCPa TS5 Core Service Infinean Technologies AG
E MDM.EXE g2 Machine Debug Manager Micrazoft Corparation
E |fePedSv. exe 876 PSD Service Infinean Technologies AG
E swchost exe 180 Generic Host Process for Wi.. Microzoft Corporation
[ uldsve.exe 1208 UFD Command Service Generic
8 uphclean.exe 1512 User Profile Hive Cleanup Se... Microzaft Corporation
E alg.exe 1916 Application Layer Gateway S... Microzaft Corporation
E scardsvr.exe 2418 Smart Card Resource Manag... Microzaft Corporation
E hpgwmie. exe 1884 hpgwmiex Module Hewlett-Packard Develop..
E swchost exe 1734 Generic Host Process for Wi.. Microzoft Corporation
E lsass.exe 1Mz LS4 Shell [Export Yersion] Micrazoft Corparation
= _J explorerexe 3340 “Windows Explarer Micrazoft Corparation
m MSASCuiexe 3556 Microsoft Forefrant Client Se... Microzaft Corporation
m SunTPERh.exe 3588 Synaptice TouchPad Enhan.. Syhaptics, Ihe.
.J ndl32 exe 3608 Rurn a DLL as anApp Micrazoft Corparation
Q; GLBCTRL.exe 3632 Quick Launch Buttons Hewlett-Packard Dewelop.
= Q ipoint.exe 3676 |Paint.exe Micrasoft Corparation
lp dpupdchk.exe 3936 dpupdchk. exe Micrasoft Corparation
3g20 CTF Loader Micrasoft Corparation

Micrasoft Corparation
Micrasoft Corparation

Infinean Technologies AG

CPU Usage: 0.76%

\Commit Charge: 9.79% |Processes: 44
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» perfmon.exe « - aplikace pro sledovani vykonu ( performance counters ), logovani a provadéni akci
pfi prekroceni limitu

[ Performance =] 53]
@ File  Action View Favorites Window Help | &=l
|« | 8m| 2
Eﬁ Performance Logs and Alerts 100
Counter Logs
Trace Logs =
Alerts 80
70
:11]
S0
40
30
20
10
1] /l\ w
Last | 0,300 Average | 2,641 Minimum | 0,000 Maximum | 112,133
Duration 50:00
Color | Scale | Counker | Inskance | Parent | Cbiject | Computer | |
1,000 Pages/sec -- - Memory  V\MIREK-ME
100,... Awvg, Disk Qu... _Total - Phesic... V\MIREK-ME
1,000 % Processor... _Total - Proces... V\MIREK-ME
» msconfig.exe «
#k System Configuration Ukility Xl

General | SYSTEM.INI | WIN.INT BOOT.INI | Services | Startup |

[boot loader]
timeaut=30

multif 0 diskl DrdiskiDiparkition 1 WINDOWS="Ticrosoft Windows %P Professional” [Fastdetect iloExecbe=0nk

CMDCONIEOOTIECT . DAT="Microsaft Windows Recovery Console” jcrmdoons

0 (o ml

_heck All Book Paths Sek as Defaulk Mave U | Move Dovn |

— Book Options

- Tireout: | 30 SerC,
JSBEEBOOT

& MINIMAL € METWORE ) DSRERAIR
£ MINIMALGSLTERMATESHELL)
[ INOGUIBOOT

[ BooTLOG

[ /EASEVIDED
[~ j=os Advanced Options, . |

IR, Cancel | Gmpl Help
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AutoRuns — od sysinternals

& Autoruns [MIREK- rekP] - Sysinternals: www.sysinternals.com =1a] x|
File Entry Options User Help
= RER:N A |
1% &pplnit | 1% EnownDLLs | . “winlogan I t"t ‘winzock Providers | = Print Monitars | '&J L5A Providers I E’ Metwork Providers
2 Eventhing | é Logon | ';J Explorer I g Internet Explorer I ‘,j Scheduled Tasks I % Semvices I .% Diivers I Iﬁ Boot Execute | ﬁ Image Hijacks
Autorun Entry | Drescription | Publisher | Image Path -
Q HELMYSOF TWARE MicrosoftWwWindows\Currenty ersion\Run
E Adobe Reader ... Adobe Aciobat SpeedLauncher [Veiified] Adobe Systems, Incorporated  c:\program files\adobe'seader 8.0headerveader_sl.exe
,ﬂ CognizanceTS  Teminal Services Vitual Channel Client [Mot verified] Cognizance Corporation  c:\program files\hewlett-pack ardiiamsbin\astsvec.dil
E IFXSPMGT Security Platform b anagement Service [Verfied) Infineon Technologies AG chwwindowshsystem32hifkspmat. exe
@ FTHOSTTR HP PratectT aols Securty Manager [Werified] Hewlett-Packard Compary  crprogram files\hewlett-packard\hp protecttools securit”
% QIBCHI (uick Launch Buttons [Verified) Hewlett-Packard Compary c2\program files\hewlett-packard\hp quick launch butto
= C\Documents and Settingshall Users\Start MenubPrograms\Startup
Bl MetScreen-Re.. Secura VPN Client [Mat verfied) 5afetlet cvprogram fileshjuniperinetscreen-remotehsafectg exe
@’ HECUAS oftwarehMicrozoftiwindowsh Curentersiont R un
ﬂ_ T-Mobile Com...  Web'n'walk Manager [Verified) Gemfor 2.1.0 cvprogram filesht-mobileweb'walk managerimanager
ﬁ HELMSSOFTWWARE ClazsesProtocolsiHandler
,ﬂ mg-itss icrozoft® InfoT ech Storage Spstem Libramy [Mat verified) Microzoft Corporation cvprogram fileshcomman fileshmicrozaflt sharedyinformat
Q HECUNSOF T'wWARE \MicrasoftInternet Explarer\D esktopiComponents
—1o File not found: About:Horme:
@’ HELMSoftwarehClassesh S helEx\ContestenuHandlers
,ﬂ APSDShE=L PS50 Shell Extenzion [Mat verfied] Infineon Technologies AG ohwindowshsystem32hpedzhest.di
,j Cover Designer  Cover Designer [Veified) Mero AG c\program files\nerohnero8nero coverdesigner\covere
,ﬂ MBShelHoaok ... Mera BackltUp [Verified) Mero AG c:hprogram filestnera\neraBinero backitupsnbshell. dil
@ HKLM\Software'Classes\Folder\ShelE st CortextienuHandlers
| |%) APSDShE st PSD Shell Extensian [Mot verified] Infinean Technologies AG c:\wind?ws\systemSZ\psdshext.dII _lLI
4 3
Ready. 4

» cmd.exe « - spusténi programu z shellu s moznosti specifikovat prioritu start /low notepad.exe

» runas.exe « - spusténi programu pod jinym
- uzivatelskym ucétem
e runas /savecred/user:MIREK-NB\Administrator sol.exe
- opravnénim
e runas /showtrustlevels
e runas /trustlevel:“Basic User” ,c:\Program Files\Internet Explorer\iexplorer.exe”

» sc.exe « - prace se sluzbami
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MECHANISMY SPRAVY SYSTEMU

Sluzby:
- grafické (GUI)
- konzolové (CMD )
Active Directory Users and

A Active Directory Domains and J Active Directory Sites and

: Trusks 4 Services Camputers
@ : Shorbcut Shorbout Shortcut
O

Certification Authority Cluster Adminiskrakor Component Services
Shorkcut Shorkcut Shorkcut
ZkE 3kBE 2 kE
Computer Management A Data Sources (CDEC) DHCF

| Sharkcut @l Shortouk Shorkout

M ZEE ZEB . 3EKBE
Distributed File System g DS 12| Evert viewer
Shorkeut Shorteut ‘o Shorkout
JEB @I JEB ] 2EKE
Internet InFormation Services Local Security Palicy Microsoft \MET Framework 1.1
Shorkcut Shorkout \Wizards
ZKE ZFKE Shiortcut
Metwark, Load Balancing Performance ”j Remote Deskiops
Manager Shorkout " Shorkcut
Shorkcut ZKE 3KB
Services Tetminal Services Manager
Shorbcut Shorbout
ZkE 3KE

Sibie, info@sibie.cz «12»



Administrace OS Windows

Q Computer Management {Local)
Elﬁ Swsten Tools
Fﬂ Event Viewer

Shared Folders
% Local Users and Groups

i Performance Logs and Alerts

Dervice Manager
EI--& Storage
4 Removable Storage

Disk Defragmenter

OO Defrag Professional Edition
#H Disk Management
I'_—'I--@ Services and Applications
1 Microsoft SQL Servers

Services

WL Control
@ SGL Server Configuration Manager
B8 Indexing Service
% Internet Information Services

comprngrk

Microsoft Common Consalz Do,

gl 55 kE

dfsgui

Microsoft Common Console Do,

32 KB

nkrsmagr

Microsoft Common Consaolz Da...

2B KB

Z5-2012

¥ Control Panel

| Fle Edt Vew Favortes Took Help

’O Search |[— Falders

[O=-©- 3

| Address [B- control panel

=] Edso “Links

3 cerkrngr
K oo™ Microsaft Common Consale Da...
E 42 KB

tapimgmt

Microsoft Cormmon Consols Da...

41 kB

»Registry

==
=
-
gpedit
Microsoft Common Console Do,
35 KE

X D w

¢ addHardware  Addor  Administrative

Remav... Taols
7 A .
Display  Folder Options Fonts Game
Controllers
@ @ e %
=
Mero Mebwork Metwork Setup

Mera
BurnRights Connections izard

O

Security Scheduled
E:

ImageDrive

@ 2

Regional and  Scanners and

Language ...  Cameras Center Tasks
B &2 § e

Taskbar and  User Accounts Windows windows

Skart Menu CardSpace Firgwall

-
Automatic
Updates

Intelif
Extreme

b

Phone and
Maodem ...

A

Software
Explorers

‘&i‘

Wireless Link

B % 0 @ 2

ClearType Color
Tuning Manager_ (ODBC)

Internet iSCSI Initiator Java keyvboard Mouse
Cptions
D@ & L B a
Posta Power Options  Printers and Program QuickTime
= Updates
B @ & @ ¥
Sound Effect  Sounds and Speech Symantec System
Manager  Audio Devices Livelpdats
)
Wireless

Metwork Set, .,

Cornection  Data Sources Date and Time

y @ (& & D

ciady

41 KB

devrngrik

J3KE

diskmgmt

Microsoft Comrmon Console Do,

. Microsoft Common Consale Do, ..

Microsoft Common Console Do,

J3KE

iis

Microsoft Comrmon Console Do,

47 KE

perfrnon

Microsoft Common Console Do, ..

57 KB

Co je to registr?

Systém pro ukladani systémovych
kli¢t a hesel v opera¢nim systému

MS Windows.

- registry: zakladni databdze obsahujici nastaveni systému
- nastaveni uzivatele (HKCU) - %userprofile%\ntuser.dat
- nastaveni pocitace (HKLM) - %systemroot%\system32\config\system

- regedit.exe; reg.exe

camexp
Microsoft Common Console Da...
77 EKE

dfrg
Microsoft Common Consalz Da...
41 KB

Fsmogmk
Microsoft Common Console Do,
S3Z2 kB

lusrmgr
Microsoft Common Console Da...
42 KB

secpol
Microsaft Common Consalz Da...
36 KB
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»Nastaveni sité
- LAN
e Ethernet
e WLAN
=  Wireless LAN
e BT PAN

» Bluetooth Personal Area Network
* miZe v ném byt aZ 8 zafizeni ve vztahu master-slave
* spousta dalSich miZe byt pfipojena v ,zaparkovaném® modu
e 1394 ( FireWire)
= architektura sériové shérnice pro vysokorychlostni pfenos dat
*  pouZiva se pro projeni datovych ulozist, primyslovych video a audio systémd
* narozdil od USB dosahuje vyssiho trvalého, neprferusovaného datového toku
* méné zatéZuje systém nez USB diky konstrukci fadice, ktery pracuje pres DMA (
pfimy pfistup do paméti)
o zpusob pfimého prenosu dat mezi operacni paméti a vstupné/vystupnimi
zafizenimi
data neprochdzeji skrze procesor, ¢imz Ize dosahnout vyssiho vykonu
DMA se pouZiva pro prenos vétsich objemu dat, napt. radi¢ pevnych diskd,
graficka karta, sitova karta, ...
- DialUp
e Modem (PPP/SLIP)
e Broadband modem (PPPoE)
e VPN (GRE, L2TP)
- DialUp server

e Modem
e Kabel
e VPN

» Virtual Private Network

= prostiedek k propojeni nékolika pocitach prostiednictvim nedlvéryhodné (
verejné ) pocitacové sité, diky cemuz Ize dosahnout stavu, kdy propojené
pocitace budou mezi sebou komunikovat, jako kdyby byly v ramci jedné
uzaviené privatni sité

* totoZnost obou stran je provérovana pomoci digitalnich certifikatd, veskera
komunikace je Sifrovand

’ Domaci VPN
Kkoncenirator

Domaci sit

Hostujici sit’
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ICS ( Internet connection sharing )

e NAT
e DHCP
e DNS

Network Address Translation

zpusob Upravy sitového provozu pfes router prepisem vychozi a/nebo cilové IP
adresy

pouZiva se nejCastéji pro pfistup vice pocitacd z lokalni sité na Internet pod
jedinou vetejnou adresou

mUze mit problémy v komunikaci mezi klienty a sniZit rychlost prenosu

Dynamic Host Configuration Protocol

pouziva se pro automatickou konfiguraci pocitacl pripojenych do pocitacové sité
DHCP server pridéluje pomoci DHCP protokolu fadu parametrd (IP adresu,
masku sité, implicitni branu a adresu DNS serveru) pro komunikaci pomoci IP
protokolu

platnost téchto Udajll je omezend, proto musi byt spustén i DHCP klient, ktery
jejich platnost prodluzuje

Domain Name System
hierarchicky systém doménovych jmen, ktery je realizovan servery DNS a
protokolem stejného jména, kterym si vyménuji informace

» ipconfig « - zobrazeni, obnoveni konfigurace TCP/IP
ipconfig /release

ipconfig /renew

ipconfig /flushdns

ipconfig /registerdns

ipconfig /showclassid

» netstat « - zobrazeni aktivnich sitovych pfipojeni
netstat —a —-b

» nbstat « - prace s NetBT ( NetBios nad TCP/IP )

nbstat —R
nbstat —RR

» route « - manipulace s routovaci tabulkou

route print

route —p add

» arp « - manipulace s ARP tabulkou ( protokol zabezpecuje pfifazeni IP adres fyzickym adresam
linkové vstvy; vlastni komunikace v siti se uskutecnuje pravé pomoci fyzickych adres )

arp —a

» netsh « - silny nastroj pro konfiguraci sité
netsh winsock reset
netsh interface ip reset resetlog.txt

»Certification Authority

typicky se pouziva pro generovani serverovych SSL certifikat( pro IIS ( https ), osobnich
certifikat( pro Sifrovani/podpis e-mail(, ...
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» certutil.exe « - commandline ndstroj
» cipher.exe /r « - generovani certifikatu pro EFS recovery agent

&3 Certifipetion Authority

== |

File  Action Wiew Help

&= AN EFRR 2E]> =
@] Certification Authority {Local) Mame
EI@ [ JRevoked Certificates

[ Revoked Certificates [(D1ssued Certificates
[ 1ssued Certificates [APending Requests
(1 Pending Requests [JFailed Requests

(] Failed Requests [(Ocertificate Templates
(L] Certificate Templates

I’E.'Startl J @ = “@a Certification Authority

Default Web Site Properties 2=l |
web Site | Performance I ISAPI Filters I Home Directory I Documents
Drectory Security |  HTTPHeaders |  CustomEmors | ASP.ET

r—Authentication and access control

! ; Enable anonymous access and edit the

authentication methods for this resource, Edit... |

r~IP address and domain name restrictions

@ Grant or deny access ko this resource using

IP addresses or Internet domain names.
Edit... |

~Secure cammunications

Require secure communications and
enable client certificates whan this

resource is accessed, ) B
Siew Certificate, ., |
Edit... |

(a4 Cancel | Appl | Help |

| |
| ‘ G s
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[15 Certificate Wizard

Organization Information
our certificate must inchude infarmation about yowr organization that
digtinguizhies it fram ather arganizations.

Select or type wour organization's name and your organizational unit. Thig is tpically the
legal name of your organization and the name of your divizion o department,

For further infarmation, consult certification authority's Web site.
Qrganization:

[TEST |

Organizational unit;
[TEST Wwiebs |

< Back I Mest » I Cancel |

115 Certificate Wizard

Server Certificate
Thesze are the methods for aszigning a certificate to a'wieb site.

Select the method pou want to use far this web site:

™ Aszign an existing certificate
= Import a certificate from a Key Manager backup file.
" Import a certificate from a . pfx file

" Copy or Move a certificate from a remaote server site to this site.

< Back I Mewt > I Cancel |

115 Certificate Wizard
S5L Port
Specify the S5L port for thiz web site.

S5L port thiz web gite should uze:

< Back I Meut » I Cancel
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[IS Certificate Wizard

Certificate Request Submigzion
ou have chosen to submit the following certificats request.

Tao submit thiz request, click Mext.

Certification duthority: czhgde001. 21, LOCAL
LOCAL Root Cé

Feguest parameters:

lgzued To czhgdeo

Friendly Marme Default Web Site

Countrp/Region =z

State / Province -

City Homi Lhota

Qrganization TEST

Qrganizational Lnit TEST 'webs

Cancel |

Completing the Web Server
Certificate Wizard

ou have successfully completed the web Server
Certificate wizard,

4 cerificate iz now installed on thiz server.

If you need to renew, replace, or delete the cedificate in the
future, you can use the wizard again,

To cloze this wizard, click Finish.

< Back Cancel

2l

Details | Certification Path I

.
Certificate Information

This certificate is intended for the following purpose(s):
#Ensures the identity of & remote computer

Issued to: czhadc001
Issued by: LOCAL Root CA

valid from 16.8.2007 to 15.6.2009

@ Wou have a private key that corresponds ko this certificate.

Issuer Statement
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»Distributed File System
e standalone

= virtualizace filesystému
e domain based
= replikace pomoci FRS - fault tolerance

=1 |

File  Action Wiew Help

¢ | OEFRER I 2E ELDY 5%
.E Distributed File System Root Target | DFS Referral | Skatus |
7 C21.LOCAL\DFSRootL & ANCZHODCO01'D...  Enabled Online

File Edit Wew Favorites Tools Help | ':'
L) Back - 3 - T | ) Search [ Folders | -
Address I;{ Yicz1\DFSrootl

Name = | Size | Type

File and Folder Tasks S

Lj Make a new folder
€3 Pubiish this folder to the
‘web

»

Other Places

g czl

@ My Documents

9 My Computer

g My Metwork Places

<«

Details

«| | i

sumber of links: 0 displayed, 0 total |

| [
istart| | [ @ | o Distrbuted File system [ \vcz1\DFSroot1 | | D 4m

»Terminal Services Manager
- Sprava terminal services a RDP

tsce - [Termin Services Configuration'Server Settings] == x|

File Action Wiew Help

= | Am BB 2 E

,, Terminal Services Configuration
(1 Connections

Settings Attribute
[R¥]Delete temporary Folders an exit Ves

w42 Server Settings Use temporary folders per session Yes
[@Licensing Remote Desktap For Administration
Active Deskkop Enable
PErmISSIDI‘I Compatibility Full Security
Restrict each user ko one session Mo

%2~ CZHQDCO01 - Terminal Services Manager =0 x|

Actions  ¥iew Tools Help

aifsl| =[] #{=] &] x| B]

E-@ This computer Processes | Information |
E-§ czngpoant
ROP-Tcp (listener) D [ PiD[image
Console (Administrator) 0 Spstem Idle Proc...
@ Favorits servers S

Bl AllListed Servers

v 292 corssese
@R an 320 wirlagon, exe

368 services exe
380 lsass.exe

684 swchost exe
720 svchostexe
T72  svchostene
800 svchostexe
836 swchost exe

1108 spoolsy.exe ;I

For Help, press F1 4
T

| [
distart| | [ & | B tsce - [Terminal Services ... || % c2HODCOO1 - Termin. | ‘ Shw® 1451

coooocoooooooo
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»Event Viewer
- zakladni nastroj pro kontrolu systémovych logl

» eventtriggers.exe «

»Shared Folders
- sdileni slozek protokolem CIFS

Vv

- rozsifeni explorer.exe

» net.exe « - share
» subinacl.exe « - prava

88 Shared Folders oy ] |

File  Action Wiew Help

e | B@m| AE| 2L

g Shared Folders (Local) Shated F... / | Shared Path | Type | # Client Connections | Comnment
= | hares B ADMING CAWINDOWS windows 0 Remote Admin
] Session [l C windows ] Default share
&) Open Fies 50§ D wWindows ] Default share
B IPCE WWindows ] Remate IPC
bl Mediat O:iMedia Windows i
B MsOLAPREp, .. C\Program FilesiMi.,,  Windows 1]

General  Sharng |Securit_l,l| Customizel

- “'ou can share this folder with ather uzers on your
network. To enable shanng for this folder, click Share this
folder.

" Do not share this folder
—i¥ :

Share name: ITElTID

LCamment: I

L ser limit; & Maximum allowed

" Allowe this number of users:

I =i
To get permissions for uzers who access this Flemistame |
falder over the network, click Pemissions. —
To configure settings for offine access, click |

Cachi
Caching. Ehng

YWindows Firewall iz configured ta allov thiz folder to be shared
with other computers on the netwark.

Wiew your Windows Firewall sethings

] I Cancel Apply
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»Local Users and Groups
- dostupné nastroje ve vsech OS fady Win2000 a vyse
- na doménovych fadi¢ich sprava pomoci nastroji Active Directory

#% Local Users and Groups

=101 ]

File Action Yiew Help

e~ | Bjm @HEB| 2

"

7 Local Users and Groups (Local)
[ Users
5] Groups

Mame

| Description

@ Adriniskrators

4 Backup Operators
Guests

@Network Configuration ...
Power Users

@ Remote Deskhop Users
4 Replicator

Users

gDebugger sers
HelpServicesGroup
OLAP Administratars

] 50 Server2005DTSUser, .,
W] S Serverz00SMSETEL. .,
%, 5L Serverz00SMSOLAP. .
] S0 Server200SMSSCLS. .
W] S0 Server200SMSSCLU. .
g SQLServer2005Motificat. ..
W] 5L Server2005Repartin, .
] =0l Server200SReparts. ..

W] 50 Server200550LAge. ..
W] 5L Server200550LEr0. .

Administrators have complete and u...
Backup Cperataors can override secu. .,
Guests hawe the same access as me...
Members in this group can have som...
Power Users possess most administr. .
Members in this group are granted t...
Supports File replication in a domain

Users are prevented from making ac...
Debugger users can debug processe. .,

Group for the Help and Suppart Center

Members can Fully administer Micros. ..

Members in the aroup have the requ...
Members in the group have the requ...
Members in the group have the requ...
Members in the group have the requ...
Members in the group have the requ...
Members in the aroup have the requ...
Members in the group have the requ...
Members in the aroup have the requ...
Members in the aroup have the requ...
Members in the group have the requ...

»Performance monitor

zakladni nastroj pro sledovani systému
moznost hlaseni meznich situaci ( dlouhodobé zatizeni CPU, atd. ...)

=14
@ File  Action Miew Favorites Window Help |_ Elil
le» | am 2
- 0l 0l Pr 8l A aEl +xlel mles ols|@
MIOnICol
Eﬁ rmance Logs and Alerts 100
Counter Logs a0
Trace Logs
Alerts a0
70
&0
=11)
40
30
20
10 ? k f}
a
Last | 0,000 Average | 1,223 Mlinimurn | 0,000
Maxwmum| 17,204 Duratiun| 140
Calor | Scale | Counter | Instance | Parent | Cbject | Camputer |
1,000  Pages/sec - Memory  \\CZPGNOSE
100,... Awg, Disk Qu... _Total Pheysic...  \\CZPENOSE
1,000 % Processor.,, _Total Proces... \\CZPGNOGE
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»Device manager
- sprdva zafizeni

- zobrazeni odpojenych zafizeni set devmgr_show_nonpresent_devices=1

» devcon.exe « - ndhrada za device manager, navic poskytuje informaci pro vyvojare, ktera

v zakladnim device manageru neni dostupna

E;_-, Device Manager

=101x]

File  Action Yiew Help

-= M &S 2 @

- t_ Batteries

[ i Computer

g Disk drives

§ Display adapkers

[ b DVD/CD-ROM drives

--ﬁ Huran Inkerface Devices
(-2 IDE ATAJATAPT controllers
-8 IEEE 1394 Bus hast contrallers
;:ﬂ Imaging devices

I.E-] Infrared devices

¥ Keyhoards

; ') Mice and other pointing devices
E,. Modems

i i Monitars

@ Metwiork adapters

\g Mon-Plug and Play Drivers

[+ & PCMCIA adapters

Q Paortable Devices

- Ports (COM & LPT)

ﬂ Processors

@% SCSI and RAID controllers

E Sound, video and game controllers
-:qp Storage wolumes

Swskem devices

% Universal Serial Bus controllers
Q Wireless Communication Devices

»Removable Storage

- sprava vyménnych médii, uréeno zejména pro paskové jednotky a ntbackup

» rsm.exe «

»Disk defragmenter
- vliv fragmentace na vykon disku
- optimalizace doby startovani OS — MS Bootvis

» defrag.exe «
- defrag /b
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»Disk management
- sprava diskovych oddild, diskd, FT svazk( ( RAID, JBOD )

» diskpart.exe «

_1o| x|

File Action Wiew Help

€= @2

Yolume I Layout I Type I File Sywstem I Skatus Capacit: I Free Space | % Free | Fault Tolerance I Crverhead I
EDisk_D (D0} Partition Basic MTFS Healthy 20,70 GE 7,98 G 5 Y Mo 0%
EDisk_C (C:) Partition Basic MTFS Healthy (Boat) 39,07 GE 18,68GE 47 % Mo 0%
m Partition  Basic Healthy {Ackive) 133 MB 133 ME 100 % Mo 0%

= Partition  Basic Healthy (Unknown Partition) S18ME S15MB 100 % {1} 0%

= Partition  Basic Healthy {Urknown Partition) 14,13 GE 14,13 GB 100 % {0 0%

ZDisk 0

Basic Disk_C {C:) Disk_Dr {D:)
74,53 GB 39,07 B NTFS 133 MB 515 MB 14,13 GB 20,70 GB NTFS

Cnline Healthy {Boak) Healthy {Actis | N | Healthy fUnknown Partitiond){Unknawn Partition) | |Healthy

Zcp-ROM 0
DVD (V1)

Mo Media

Z=ICD-ROM 1
DVD (22

Mo Media

B Fiimary partition [l Extended partition [l Logical diive

nServices
- sprava sluzeb ( zplUsob spusténi, Ucet, recovery, zavislosti )

» sc.exe «

; Services =181 x|
Eile Action Yiew Help
o |[mERBER[2]r » = 0=
@ Services (Local) Services (Local)
Select an item ko view its description, Name -~ | Deseription | Status | Startup Type | Logonas | o
%.NET Runtime Optim... Micrasoft ..., IManual Local System
%Alarter Notifies sel... Disabled Local Service
%App\ication Layer G... Providess.., Started Manual Local Service
Application Manage...  Provides s... Manual Local System o
%ASP.NET Skate Serv... Providess.., Manual Network 5.,
%Automatic Updates Enables th...  Starked Automatic Local System
%Eackground Intellig... Transfers... Started Aukomatic Local Syskem
%Eluatnoth Support ... IManual Local Service
ClipBook Enables Cli... Dizabled Local Syskem
COM+ Event Systern Supports 5., Starked Manual Local Syskem
%COM+ System Appli... Managest... Manual Local System
%Computer Browser Maintains a..., Dizabled Local Syskem
%Cryptngraphi( Servi... Providesth... Started Automatic Local System
DCOM Serwer Proce.., Providesla,,,  Starked Aukomatic Local Syskem
%DHCP Client Manages n... Starked Automatic Local System
%Distributed Link.Tra... Maintainsli... Started Automatic Local System
%Distributed Transac.,. Coordinate... Manual Network 5.,
DNS Client Resolves a... Started Aukomatic MNetwork 5.
%Errnr Reporting Ser,..  Allows erro,.,  Starked Automatic Local Syskem
Event Log Enables ev... Started Automatic Local System
‘%@Fast User Switching.,. Provides m.., Manual Local Syskem ;I
< 21, Extended A Standard /7
\
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»Indexing service

- prohledavani a indexace soubord ( ifilter )
- integrace do explorer véetné sitovych slozek
- skriptovani, vyuZziti na www

% Indexing Service o =] B3|
File  Action Wiew Help

= @ XEE| 2] n

Zakalog | Location | Size (Mb) | Tokal Docs | Docs to Index | Deferred for Indexing | ‘Wiord Lisks | Saved Indexes | Status |
i

Starked

»lIS ( Internet information services )

- http a ftp server

- dynamicky generované stranky ( asp, asp.net )
- WebDAV ( Win 2003 )

:1-"; Internet Information Services ;Iglﬂ

File  Action  Wiew Help

€« | AmE B 2 2]y

% Internet Information Services MName | Path | Status |
E‘B CZPGNUEﬁ_ (local computer) &:IISHeIp ciwindowsihelpliishelp
ElD Wieh Sikes [C@Printers CHWINDOWS web'printers

-9 Default weh Site

: [ aspnet_client
-8 1sHelp .

] E help. gif
: G Prinkers E iisskart.as
; -] aspnet_client -85p
£ FTP Sites E localskart, asp
T Defalk FTP Site (stopped) | 21 mmedf
[+-Z§y Defaul SMTP Virtual Server 8] pagerrar.if
E print. gif
E warning, aif
E web, gif
E wirp, gif
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»Scheduled tasks
- nastroj pro spusténi tloh v zadaném case
- vybér Uctu pod kterym uloha bézi

(& scheduled Tasks -0l x|
J File Edit Yiew Faworites Tools  Advanced  Help | :‘.'

- Y - @ o
J O Back d le P Search i Falders
J.C\c_ldress I“j Scheduled Tasks j G0 |J Lirks
Mame Schedule I Mexk Run Time I Last Run Time I I Last Result I Creatar I
L2liadd Scheduled Task
@f,Disk Cleanup AL 15:16 every Mon of every week, starting 8.5,.2007  15:16:00 13.8.2007 15:1&:31 5.8.2007 0x0  Mirekp

BEZPEENOST

- Windows ma povést nebezpecného systému
- Nejvétsi slabiny:

e ignorovani Least User Privileges konceptu ( s vyjimkou Windows Vista )

= cilem je ptiradit uzivateli minimalni opravnéni
= nastroje:
o EPAL
o FileMon\RegMon\ProcMon
o Standart User Analyzer
o ACT ( Application Compatibility Toolkit )
o GPO
e kompatibilita s pfedchozimi verzemi vs. bezpec¢nost
= nejvétSim problémem jsou nekorektni aplikace
e boot-time security
e jedna z historicky nejvétsich slabin Windows:
= EFS( Encrypted FileSystem )
= BitLocker ( software & hardware )
= SAM database ( syskey.exe )
o Brute force
o Dictionary based
o Hybrid based
o Rainbow tables ( ophcrack )

»Sitovy ptistup
- ochrana proti odposlechu / MiM attack
e SMB a LDAP signing
e |PSEC ( transparentni Sifrovani )
e SSL, S/MIME
- zapezpeceni komunikace
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o  Windows firewall
e odchozi http spojeni — podcefiované riziko
»Software Restriction Policies
- umozZnuje nastaveni podle pravidel
e hash
* dle hashe programu, nevyhodou je, Ze pokud se ndhodou zméni aspon trochu
hash, pravidlo prestava platit
o certificates
= nehodise, pokud mdme dva programy od stejného vyrobce, tedy se stejnym
certifikdtem a chceme jeden povolit a druhy zakazat
= ale kdyZ naptiklad vyrobce vyda novou verzi programu ( zméni se hash ), tak diky
restrikci certifikatu zakaz stale bude platit

e path
» zakaz spusténi programu z konkrétni slozky
e internet zone
= Zadny program, ktery pochazi z internetu se nesmi spustit”

»Buffer overflow

- bezpe&nostni prvek
P P Performance Options illl

,Zabranéni spusténi dat”

- dvatypy: Visual Effects | advanced Data Execution Prevention |
e DEPHW flags
. omezeni na HW bazi _ Daka Execution Prevention (DEF) helps protect
. w = d againsk damage from wiruses and other security
e software uCOOkleS threats, How does it work?
" I|m|tu1e CPU ™ Turn on DEP For essential Windows programs and services
only

% Turn on DEP for all programs and services excepk those I
seleck:

Ok, Cancel Apply
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»Services Permissions
- services SIDs
- services
e LOCALSYSTEM
o NETWORK SYSTEM

»Windows Updates
- fesise centralné pomoci WSUS (3.0)

- Microsoft Tuesday
e druhé utery v mésici se vydavaji aktualizace ( pokud nejde o nic kritického ), aby
uzivatelé nemuseli aktualizovat OS tak ¢asto

»Group Policy
- jedna ze zdkladnich ¢asti bezpecného systému

- umoznuji nejen vSeobecné nastaveni, ale také detailni nastaveni prdv na filesystém, ptripadné
registry

» gpedit.msc « - editor, ve kterém lze nastavovat pravidla

- neaplikuji se v safe modu

- lze nastavit napt. aby se pravidla aplikovala pouze pro administratory

- zakaz programu se pfi spusténi tohoto programu loguje do Event Vieweru

- *jushed.exe — cokoliv, bez ohledu na to, kde je to umisténo, a jmenuje se to jusched.exe,
bude zakazané

- cokoliv na zakladé certifikatu mGze byt velmi uZitecné, ale ¢asto je potfeba mit na paméti jak
se s certifikaty pracuje — napf. je potfeba mit pfipojeni k internetu pro urcité podminky

MBSA — Microsoft Baseline Security Analyzer
11S Lockdown Tool — secure |IS server
EventCombNT — parsovani event logs
Sysinternals security tools

ISA server

»NejcastéiSi problémy
- servisni Ucty
- neopatchované systémy
- defaultni nastaveni systému
- jednoduchad hesla

SOUBOROVE SYSTEMY WINDOWS

- FAT
e File Allocation Table
e souborovy systém FAT je klasicky systém pochazejici z OS DOS a Windows 9x
e podpora FAT ve Windows NT:
* mozZnost upgrade z jinych verzi Windows
= kompatibilita se starSimi OS v multi-boot prostredich
* nativni format pro flash disky
e podpora FAT je implementovana ovladacem fastfat.sys
e kazda verze FAT obsahuje Cislo udavajici pocet bitd, které jsou pouzity pro identifikaci
clusteru na disku
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e nejrozsirenéjsi souborovy systém ( poufZiti ve spotiebni elektronice )
e podporovan vétsSinou soucasnych OS

0 - File allocation File allocation Dt oty | —
Boot sector table 1 table 2 (duplicate) Root directory | Other directories and all files
Schéma FAT
o fATI12
= 12 bit

= identifikace clusteru omezuje velikost oddilu na max 22 ( 4096 ) clusterd

= velikost clusteru ve Windows se pohybuje od 512 B do 8 KB, coz dava
teoretickou max. velikost FAT12 oddilu na 32 MB

= pro floppy disky

o FAT16
* pouZitiv MS DOS
e FAT32

* nejnovéjsi souborovy format zaloZzeny na FAT formatu

* jesoucasti OS Windows 95 OSR2, Windows 98 a Windows Millennium Edition

*  pouziva 32 bitovou identifikaci clusterd, ale nejvyssi 4 bity jsou rezervovany (
efektivné tedy adresuje pomoci 28 bit( )

= podpora dlouhych nazvd soubor(

» velkd nevyhoda je omezenad velikost jednoho souboru (4 GB )

» kofenovy adresar ale oproti FAT12/16 nema omezeni velikosti ani mista

*  Windows NT muZe pracovat s velkymi FAT32 oddily, ale velikost nové
vytvoreného oddilu je limitovana na max. 32 GB

»= Extended File Allocation Table

» flash disky, Windows CE 6.0

» moznost transakéniho zpracovani ( zavisi na implementaci vyrobce zafizeni)

» feSi problém s vysokokapacitnymi médii, se kterymi si staré FAT neumi moc
dobfe poradit

» stale ma v sobé tabulku narozdil od NTFS ( ktery pouziva strukturu stromu ),
takZe se v exFatu vyhleddva pomaleji ( méné efektivné ) —z tohoto divodu je
vhodny pro disky a média pro archivaci vétSiho mnozstvi soubor(, které se pfilis
Casto nepfepisuji

»  konkuruje NTFS, ma vyrazné snazsi implementaci nez NTFS

=  Windows Vista SP1 pfidava podporu exFat, ve vy$sich Windowsech je to jiz
nativné

= pro Windows XP a Windows Server 2003 byl vydan hotfix dopliujici podporu
exFat

e Common Internet File System
e standartni sitovy file system
e sdileni soubord — zaklad CIFS — vychazi z protokolu SMB ( Server Message Back )
e protokol SMB byl piivodné navrzen pro funkci v sitich zaloZzenych na protokolu NetBIOS
( Network Basic Input Output System )
*= NetBIOS byl az do roku 2000 nezbytny pro CIFS
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DVD-RAM
e random acces media
o velka disketa
e je prepisovateina
e ve Windows lze naformatova na FAT32
e garantovana kvalita ( Zivotnost cca 50 — 100 ) let
e pomalé

e CD-ROM File System
e jednoduchy souborovy format definovany v roce 1988 jako read-only standart pro CD-
ROM média
e implementace ISO 9660-compliant pomoci ovladace cdfs.sys s podporou dlouhych
nazva soubort
e omezeni:
* ndzvy souborl a adresarll jsou omezeny na 32 znakl
* omezeni poctu Urovni na 8 podadresaru
e povaZzovan za zastaraly, standartem pro read-only media se stava UDF

e Universal Disk Format
e OSTA ( Optical Storage Technology Association ) definovala v roce 1995 jako nastupce
CDFS pro magneto-optickd média ( zejména DVD-ROM )
e  Windows 2000 podporuje UDF File System dle ISO 13346, verze 1.02 a 1.5
e hlavni rysy:
* nazev souboru az 255 znakl
» délka cesty az 1023 znaku
e omezeni:
= ovlada¢ UDF udfs.sys poskytuje pouze ¢teni

e New Technology File System

e nativni souborovy format OS Windows

e 64 bitova adesace clusterf(
» teoreticky mUZe adresovat svazky velikosti az 16 exabytl ( 16 mld. GB)
*  Windows 2000 pouZiva pouze 32 bitovou adresaci, takZze m(iZze adresovat az 128

TB ( pomoci 64 KB cluster( )

o vétsirezie

e velice propracovany

drzi si transakéni logy

disky se vzpamatuji relativné dobfe kdyz je vynddme za chodu

vétsi soubory i disky

vyssi vykon pfi velkych discich, obsahlych adresarich a malych souborech

e spolehlivost bezpecénost

»NTFS Security a Recoverability

Windows podporuji softwarovy RAID

pfi kopirovani z NTFS na FAT32 se ztrati alternativni data streamy

podpora sitovych symlink(

sparse files - soubor, ktery se tvari, Ze ma strasné velkou velikost ( i vétsi nez disk ); naalokuje
prazdny napf. 8 GB soubor, ale zacina zabirat misto aZ kdyzZ se zacne plnit ( napf. stahovani
torrent( )

nastaveni prav mlze provadét administator nebo vlastnik objektu
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- podpora previous versions
- System Protection
e log zmén na disku, k jednotlivym verzim se Ize vratit
- VSC ( Volume Shadow Copy )
e ve chvili kdy se provede, vysle se signal vsem aplikacim, aby uloZili sv(ij aktudlni stav (
uved do konzistentniho stav a fekni hotovo )
- HSM ( Hierarchical Storage Management )
e kontroluje kdy byly soubory naposledy pouzity a podle toho je tfidi
- SIS ( Single Instance Storage )
e matze kopie a ostatni nahradi linkami
- kvéta
e limit uloZného prostoru pro uZivatele
- rozsifeni NFS
- zpétné kompatibilni s POSIX
- vSechny soubory a adresare maji na NTFS atributy
- napriklad pfi kazdém ¢teni souboru dochazi k zapisu metadat
- auditlog
- pfismazani se vytvofi log o tom, Ze uZivatel ten a ten smazal log
- moznost mountu NTFS svazku do adresare

MFT
MFT copy (partial)

Log file

NTFS
metadata -

Volume file
file | | Attribute def. table

Root directory

Bitmap file

Boot file

Bad cluster file

User files and dirs.

- NTFS metadata
e NTFS log file ( SLogFile )
= zaznam vsech pfikazl které méni strukturu svazku
e Root directory
* odsud probiha prohledavani pfi prvnim pokusu o otevieni NTFS souboru
* po nalezeni souboru je ulozena MFT reference
o MFT je hlavni soucasti NTFS ( podobné jako file allocation table je hlavni
soucasti FAT)
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o udrZuje informace o rozloZeni vSech soubort, adresarli i metadat na disku
o MFT je také soubor —tzn. je také zaznamenan ,,sdm v sobé”
= dalSi pfistupy mohou pouzit pfimo MFT zaznam
e Bitmap file ( SBitmap)
» uklada stav alokace jednotlivych clusterd ( 1 bit ~ 1 cluster)
e Boot file ( SBoot )
= ulozZen bootstrap code
* musi byt umistén na pevné dané adrese
e Bad-cluster file ( $BadClus )
= zdznam chybnych clusterd
e Volume file ( SVolume)
= obsahuje: volume name; NTFS version
= Dirty Bit —indikuje poskozeni dat na svazku
Attribute Definition Table ( SAttrDef )
» definuje jaké typy atributll jsou podporovany na svazku
* indikuje jestli mohou byt indexovany, obnoveny, ...
- standartni atributy souborl na NTFS:
e standartné podrazené soubory dédi prava z nadfazenych adresari
e pokud nékomu néco nepovolime, tak to plati stejné jako Deny, takze vylozené
zakazova t vétSinou nema sysl
e ma to vyznam napfiklad pokud soubor zdédi pravo Allow po adresafi, ale my chceme
ten konkrétni soubor zakazat
o explicitni prdvo ma vyssi prioritu nez zdédéné
e full control
*  modify + moZnost pfidélovat prava ostatnim
e pokud uzivatel, ktery je ve skupiné Administrators, vytvofi soubor, nestava se
vlastnikem on, ale celd skupina Administratort

»Kompatibilita souborovych systémui
- FAT12/FAT16
e podporovany ve vsech OS Microsoft
- FAT32
e Windows 9x, 2000/XP/2003
e Sysinternals FAT32 driver pro NT4
- NTFS
e OSfady Windows NT
e Sysinternals NTFSDOS pro DOS
e Sysinternals NTFS pro Windows 9x
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Feature Description FAT NTFS UDF
Journaling File systems that support this feature use X ? X
transactions to commit metadata changes to
the file system. In the event of a power failure
or operating system crash, the file system
quickly rolls back the uncommitted
transactions to quickly return the file system
back to a consistent state.
Metadata The file system attempts to store metadata in X ? ?
clustering contiguous locations on the media.
Note that metadata clustering is only
supported on UDF 2.5 and later on
nonincremental-write media.
Directories A B-Tree index—based directory provides more X ? X
are efficient access to directory entries than a
B-trees linear directory.
Volume Volume mount points enable administrators to X ? X
mount points mount a file system to a directory instead of
mounting the file system to a drive letter.
Resident file This feature allows small files (typically a few X ? ?
storage hundred bytes for each file) to be stored within
the file system metadata.
File and The file system can restrict access to files X ? X*
directory and directories individually for each user or
security for a group of users.
Compression | This feature enables users to store files in a X ? X
compressed format on the media.
Hard links A hard link is the file system representation of X ? ?
a file by which more than one path references
a single file in the same volume.
Directory This feature is similar to hard links but allows X ? X*
symbolic links | one directory name to point to another
directory on the same PC.
Encryption This feature enables users to store files in an X ? X
encrypted format on the media.
Change This feature provides a persistent log of X ? X
journal changes made to files on a volume.
Quotas This feature enables an administrator to limit X ? X
the amount of disk space a particular user can
use on a given volume.
Sparse file This feature allows for efficient utilization of X ? ?
support disk space for sparse files.
Alternate This feature allows a file to contain multiple X ? X+
data stream streams of user-defined data.
support
Configurable This feature allows the allocation unit size of ? ? X
allocation size | the file system to be configured.
Unicode The file system supports Unicode file names. X ? ?
naming
Defect The file system supports sparing of bad blocks X X ?
management | on the media when the underlying hardware
does not provide defect management.
Incremental- The file system can work with media that X X ?
write media needs data to be written incrementally.
support

Sibie, info@sibie.cz «32»



Administrace OS Windows

Z5-2012

ZAKLADNIi NASTROJE PRO PRACI S PAMETOVYMI MEDII

» attrib.exe « - nastaveni atributd
» diskmgmt.msc « - sprava svazk(
» chkdsk.exe « - kontrola svazk
» fsutil.exe « - ladéni NTFS

» cacls.exe « - prava

» cipher.exe « - Sifrovani

» dfrg.msc « - defargmentace

» defrag.msc « - defragmentace

ALTERNATE DATA STREAM ( ADS )

Jak ulozit text nebo jinou informaci do ADS existujiciho souboru?

type text.txt > notepad.exe:skrytytext
,vepis obsah souboru ,text.txt. do alternativniho streamu s ndzvem ,skrytytext’ programu
notepad.exe”

Confirm Stream Loss 5[

The file 'notepad’ has extra information atkached ka it that might be
losk if wou continue copying, The contents af the File will not be
affected. Information that might be lost includes:

skrybybext $0ATA ;I

Do ol wank to proceed anwiway?

» fsutil « - nastaveni parametr( souborového systému
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- protokol TCP/IP, winsock
- sitové sluzby a jejich nastaveni

e DHCP

Dynamic Host Configuration Protocol

pouziva se pro automatickou konfiguraci pocitacd pripojenych do pocitacové sité
standartni protokol pro dynmickou konfiguraci TCP/IP

centralizovana sprava IP adres a dalSich TCP/IP parametr( ( IP adresa, maska,
default gateway, DNS, WINS, domain name, ... )

autorizace MS DHCP serveru v Active Directory

DHCP server pridéluje pomoci DHCP protokolu fadu parametr( (IP adresu,
masku sité, implicitni brdnu a adresu DNS serveru) pro komunikaci pomoci IP
protokolu

platnost téchto Udajll je omezend, proto musi byt spustén i DHCP klient, ktery
jejich platnost prodluzuje

prikazy:
o dhcpemd
o netsh dhcp
o ipconfig

Domain Name System
hierarchicky systém doménovych jmen, ktery je realizovan servery DNS a
protokolem stejného jména, kterym si vymeénuji informace
zékladni resolving protokol pro TCP/IP a CIFS
nezbytnou soucdsti Active Directory; AD integrated zény
podpora dynamickych registraci
koexistence s WINS
zony:
o primarni
o sekundarni
o AD integrated
forward zony
podpora classless reverse zon
prikazy:
o ipconfig
o dnscmd
o nslookup
o soubor hosts

Windows Internet Naming Service
MS implementace NetBIOS Name Serveru pro Windows
slouZi jako name server pro jména pocitaca v sitovém prostfedi NetBIOS
centrdlni uloZisté informaci pro NetBIOS
vétSinou miva pocitacova sit vice WINS server(
dynamicky aktualizovana centralni databaze, moznost statickych zaznama
plna replikace
moznost vazby s DNS
prikazy:
O nbtstat
o soubor imhosts
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o hetsh wins

*= Routing and Remote Access Service — ,,smérovani a vzdaleny pfistup”

* implementace routeru a serveru pro vzdaleny pfistup

* podporuje smérovani v siti pomoci protokold IPv4 a IPv6 a pripojeni

* podporuje pfipojeni vzdalenych uZivaell nebo prpopojeni mezi sitémi pomoci
virtudlni privatni sité ( VPN ) i telefonického spojeni

= softwarovy smérovac

=  smérovani se pouziva pro viceprotokolové sluzby smérovani LAN-to-LAN, VPN,
NAT, ...

=  Windows Server Update Services

»= centralizovana sluzba pro aktualizace software Microsoft ( ekvivalent Microsoft
Update)

» vyuziva lISa SQL ( MSDE )

= zdkladni nastaveni pomoci Group Policy

* konfigurace pomoci webového rozhrani

* silny reporting ( Reporting Services )

»0SI Model a Win. Networking

Client Machine Server Machine
Application (7) File I/O, Named Pipes, | R
or Mailslots [
Presentation (6) | Environment Subsystem [¢------- SMB »
protocol
— Provider Interface —— {
Session (9) Redirector oo > Server
*‘ NetBIOS |TDI 1 Windows -
Sockets |[|e-------------- po----mmmmoee- >
Transport (4) Various transport
I I protocols
Network (3) || NetBEUI || TCP/NP | fe---------- S .

Data Link (2) | — NDIS 5.0 Interface — |e-—----v—- 2 D2
NDIS Environment —l>

. and Drivers
Physical (1) )
Ethernet, Token Ring,...
T Transmission medium T
»Winsock

- implementace BSD Unix ( Berkeley Software Distribution ) Sockets spole¢nosti Microsoft
e BSD Sockets

= aplikacni programové rozhrani ( APl ), s jehoZ pomoci Ize programovat
komunikacni apliakce vSeho druhu

* plvodné vytvoreno pro BSD Unix, ale postupné se rozsifilo i do MacOS, MS
Windows a dokonce i PalmPS

* neomezuje se jen na sitovy protokol IP, ale ma v oblasti internetovych aplikaci
nejvétsi vyznam
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e rozSifené na unixovych systémech
e definice Winsock APl za pomoci Winsock consortium
o reliable connection-oriented ( streams ) and unreliable connectionless ( datagram )

modes
I
Listen !
Conhect -
Server Listen Socket < Iqul Client Soclcet " » Client
| - -
Application : Application
v Accept Isend, recv

|
Server Socket l
|
|

»Implementace TCP/IP v MS Windows
- podpora standartnich funkci
e podpora vice sitovych karet s rznymi typy médii
e |ogicky multi-homing
e podpora interniho routingu
e IGMP ( IP Multicasting ) support
e detekce duplicitnich IP adres
e vice default gateway
e dead gateway detection
e automatické zjisténi ,,Maximum Transmission Unit“ ( PMTU )
- zlepseni vykonu
e snizeni generovaného broadcastu
e Usporny kéd — nizsi naroky na CPU
o self-tuning
- dostupné sluzby
e Dynamic Host Configuration Protocol (DHCP) client and server
e Windows Internet Name Service (WINS), a NetBIOS name server
e Domain Name Server (DNS) (od Windows NT 4.0)
e Point-to-Point Tunneling Protocol (PPTP) pro VPN
e Dial-up (PPP/SLIP) support
e TCP/IP network printing (lpr/lpd)
SNMP agent
Wide Area Network (WAN) browsing support
High-performance Microsoft Internet Information Server
Basic TCP/IP connectivity utilities, including: finger, FTP, rcp, rexec, rsh, Telnet, and tftp
e Server software for simple network protocols, including: Character Generator,
Daytime, Discard, Echo, and Quote of the Day
e TCP/IP management and diagnostic tools, including: arp, hostname, ipconfig, Ipq,
nbtstat, netstat, ping, route, and tracert

»Windows Sockets 2
- pfistup k dal$im protokolim ( nejen TCP/IP )
e Windows Sockets 2 dovoluje aplikacim pouZivat standartni socket interface pro pfistup
k mnozstvi instalovanych prenosnych protokolt
- podpora overlapped I/O with scatter/gather
e sluzby pro name resolution nezdvislé na protokolu
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e obsahuje standartni set funkci pro dotazy a praci s mnoha dnesSnimi jmennymi
sluzbami ( DNS, SAP, ...)
- protocol-independent multicast a multipoint
e aplikace nad Windows Sockets 2 jsou schopny zjistit jaké moZnosti multipoint nebo
multicast jsou dostupné a pouzivat je
- quality of service
e obsahuje podporu parametri QOS jako jsou vyjednani latence a Sifky pasma
- dalsi rozsiteni
e shared sockets
e conditional acceptance
e exchange of user data at connection setup/teardown

»Utility pro praci s TCP/IP
- arp
- netstat
- ping
- tracert
- MS Network Monitor
- tcpview ( utilita 3. strany)
- ethereal ( utilita 3. strany)
- nmap (utilita 3. strany )

»Nastaveni protokolu TCP/IP

- konfigurace
e dynamicka ( DHCP)
e statickd

e kombinace DHCP + alternativni staticka
e automaticka ( APIPA — Automatic Private IP Addressing )
- prikaz netsh pro commandline nastaveni

IMPLEMENTACE SiTOVYCH A BEZPECNOSTNICH SLUZEB V PROSTREDi WINDOWS

- OSI model
e Ucelem referencniho modelu je poskytnout zakladnu pro vypracovani norem pro ucely
propojovani systému
e norma nespecifikuje implementaci ( realizaci ) systém{, ale uvadi vieobecné principy
sedmivrstvé sitové architektury
e popisuje vrstvy, jejich funkce a sluzby
- Windows Networking
o MS-NET
» redirector zpracovava I/O poZadavky na vzdalené soubory, slozky, tiskarny a
posila je vzdalenému serveru
* podpora vice redirektor(
e Active Directory
o Network Server
» pfijima a zpracovava SMB poZadavky
»= peer-to-peer networking
e |LAN Manager
* domény
» sdileni informaci o Uétech/zabezpedeni
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e Server Message Block protocol
= NetBIOS interface (API)
= predavanil/O pozadavku ve formatu SMB
e MS-DOS3.1
e podpora file-locking a record-locking pro FAT filesystem
o  Microsoft Networks ( MS-NET; 1984 )
e uniform naming convention (UNC): NET USE X: \\SEVER\SHARE
- sitové komponenty
e server, redirector
e MPR
* Multiple Provider Router

»Sitova API
- Windows I/O API
e open, close, read, write s UNC ( univerzalni konvence ) nazvy vzdalenych soubort
- Windows network (WNet) API
e prochazeni souborovych systémi pefs standardy LAN Manager, NetWare, VINES, ....
- Windows named pipe and mailslot APIs
e predavani zprav mezi aplikacemi
e broadcasting
- NetBIOS API
e zpétna kompatibilita pro aplikace MS-DOS, 16bit Windows, OS/2
- Windows Sockets API
e 16/32 bit UNIXovy sitovy interface
- Remote Procedure Call (RPC) facility
e kompatibilni s Distributed Computing Environment (DCE) RPC

»Windows domény
- umoznuji sdileni security database ( centrdlni souborova databdaze ) mezi skupinou pocitact
e kopie na kazdém doménovém radici (DC)
e obsahuje uZivatelské Ucty a informace o zabezpeceni zdroji v této oblasti
e (lenské stanice pouzivaji pro autentikaci doménové radice
- dva styly domén:
e historické NT 4 domény
* security database je uloZena v registrech ( SAM & SECURITY hives )
* omezend podpora vztahll mezi doménami
* sluzba netlogon pro autentikaci
o  Windows 2000 Active Directory domény
» security database je uloZena v Active Directory
= domény Win2000/XP/2003 podporuji forests — doménové hierarchie pro lepsi
Skalovatelnost ve velkych firmach
»= autentikace protokolem Kerberos

»Sitové komponenty
- redirector a network server
- nastup s MS-NET (assembler)
- kompletné prepsany kod pro Windows NT/2000
- implementovan jako ovladace souborovych systému
- muzZe koexistovat s redirectory / servery jinych dodavatel( ( netware )
- implementace v podobé ovladacli znamena
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- jsou soucasti Windows executive

- pristup k ovlada¢lim interface 1/0O manageru

- moznost pfimého vyuzivani funkci cache manageru

- vrstveny model I/O manageru odpovida vrstvam sitovych protokol(

- redirector / server mohou pracovat modularné — nad libovolnym protokolem

»Vlastnosti redirector / server
- kompatibilita
e kompatibilita s existujicimi MS-NET a LAN Manager servery ( MS-DOS, 0S/2, Windows )
e pristup k vzdalenym souboriim, tiskarnam
e pfistup k named pipes
* APl plvodné vyvinuty firmou Microsoft pro OS/2 LAN Manager
= obousmeérn3, reliable connection-oriented komunikace
o messaging mode pro posilani a pfijem celych zprav
o ve Windows plné implementovany, omezeni Win9x ( pouze klient )

- inicializace
e inicializace ovladacde — vytvoreni objektu \Device\Redirector
e registrace rutin pro operace ovladace — operations open, close, read
- spolehlivost
e obnova konexi k serveru
e moznost ,maskovani“ chyb pfenosu pokud je moZna oprava
e tabulka otevienych souborl
e automatické znovuotevieni souboru po obnoveni spojeni
- asynchronni operace
e rychly navrat k user-space procesu
e multithreading

»Resolving sitového nazvu
- rozsifeni 1/O operaci o vzdalené (sitové) zdroje
- vSechny tyto zdroje jsou objekty
- praci se soubory zprostfedkuje Object Manager

»Multiple UNC Provider (MUP)
- MUP driver je aktivovan pti prvnim pfistupu aplikace k souboru / zafizeni pomoci UNC
- 1/0 manager otevira soubor s prefixem |Device | Mup|server|sharename
- MUP driver pfijima poZzadavek a posila IRPs asynchronné kazdému registrovanému ovladaci
- je podobny MRP

»Transport Driver Interface
- transportni protokoly jsou implementovany jako ovladace
- Windows poskytuji spoleény programovaci interface for redirektory a ostatni sitové ovladace
vyssich drovni
e Transport Dirver Interface (TDI) umoznuje redirectoriim a serverlim nezavislost na
transportni vrstvé
- jedina verze redirectoru nebo serveru muze pouzivat libovolny dostupny transportni
mechanismus
- TDl je asynchronni
e implementuje obecny mechanismsu adresovani
e podpora mnozstvi sluzeb a knihoven
- podporované protokoly
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= NetBIOS Extended User Interface
= jednoduchy sitovy protokol vyvinuty firmou IBM pro pfimou podporu NetBIOS

e TCP/IP

= Transmission Control Protocol/Internet Protocol
= standartni sitovy protokol heterogennich systém ( Windows, Unix )

e IPX/SPX

= Internet Packet Exchange/Sequenced Packet Exchange
= protokoly pouZivané Novell NetWare

e AppleTalk

»RPC

- Remote procedure call (RPC)
- standart pro sitové programovani
- postaven nad dalsimi sitovymi APl (named pipes, Winsock) a poskytuje vyvojariim prostredi
nezavislé na konkrétnich sitovych technolgoiich
- pouzivaji jej napfriklad:
e remote Registry service
e tiskové sluzby

® messenger

»Windows Firewall

- zakladni aplikacni firewall / packetovy filtr
- Windows XP, 2003 — jednosmérny ( Windows 2003 RRAS vylucuje pouziti Windows Firewallu)
- Windows Vista — obousmérny

- konfigurace pomoci Group Policy

»Instalace AD

ACTIVE DIRECTORY

» dcpromo « - instalaéni privodce

Active Directory Installation Wizard

v o

C Domain Controller Type

Specify the role pau want this server ta have,

['o you want this server to become a domain controller far a new domain or an
additional domain controller for an existing domain?

' Diomain controller for & new domairg

Select thiz option to create a new child domain, new domain tree, or new forest,
Thiz gerver will become the first domain controller in the new domain.

¢~ additional domain controller for an existing domain
& Froceeding with thiz option will delete all local accounts on this server.

All cryptographic keys will be deleted and should be exported before
continuing.

All encrypted data, such as EFS-encrypted files or e-mail, should be decrupted
before continuing or it will be permanently inaccessible.

< Back I Mext > I Cancel
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Active ctory Installation Wizard : x|
Create Mew Domain /
Select which type of domain to create.
Create & new:

% Domain in a new forest

Select this option if this iz the first domain in your organization or if you want the new
domain to be completely independent of wour current forest.

" Child domain in an existing domain tree

If you want the new domain to be a child of an existing domain, zelect thiz option.
For example, you could create a new domain named
headquarters. exarmple. microzoft.com as a child domain of the damain
example.microsoft. com.

= Domain e in an existing forest

If you don't want the new domain to be a child of an existing domain, select this
option. This will create a nevs domain tree that is separate from any existing trees.,

< Back I HEEU I Cancel

€ Directory Installation Wizard x|

k Mew Domain Hame ¢
Specify a name for the new domain.

Type the full DNS name for the new domain
[for example: headquarters. example. microzoft. com).

Eull DMS name for new domair:
CZ21.L0CAL

< Back I Ment > I Cancel

DNS, nazev domény (FQDN/NetBIOS)

Active Directory Installation Wizard

NetBIOS Domain Mame
Specify a MetBI0S name for the new domain.

This iz the name that users of earlier versions of Windows will use ta identify the new
domain. Click Mest to accept the name shown, or lype a new name.

Domain HetBIOS name:

< Back §‘2§t > Cancel
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Al:tike Directory Installation Wizard

C Database and Log Folders p
Specify the folders to contain the Active Directony databaze and log files.

For best performance and recoverability, store the database and the log on separate
Iy hard disks.

Where do you want to store the Active Directory database?

Databasze folder:

Browse. .

Where da pou want to store the Active Directary log?
Log falder:

CAWINDOWSANTDS Browsze. . |

< Back I Hest » I Cancel

Umisténi NETLOGON a AD - extra oddil, RAID

Active Directory Installation Wizard x|
Shared System Yolume ’
Specify the folder to be shared az the syztem volume,

The SYSYWOL folder stores the server's copy of the domain's public filez. The contents
of the S'SYOL folder are replicated to all domain controllers in the domain.

The 57SWOL falder must be located on an MTFS wolume.
Enter a location for the 57'5%0L folder.

Folder lozation:

I Browse. .. |

< Back I Mext > I Cancel
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Automaticka instalace DNS

Active Directory Installation Wizard

DM5 Registration Diagnostics
Werify DMS support, o install DNS on this computer.

Diagnostic Failed
The registration diagnostic has been run 1 time.
‘wharning: Domain Controller functions like joining a domain, logging onto a domain,

and Active Directary replication will not be available until the DMS infrastructure for
Active Directony iz carectly configured.

Mone of the DMS servers used by thiz computer responded within the timeout
interval.

Far mare information. including steos to correct this oroblem. see Helo, ﬂ
" | have comected the problem. Perfarm the DNS diagnostic test again.

& Install and configure the DNS server on this computer. and set this camputer ta use
thiz DN5 server as its prefered DNS server.

¢ | will comect the problem later by configuring DMS manually. [Advanced)

< Back I Mest » I Cancel

Active Directory Installation Wizard

Permissions
Select default permissions for user and group objects.

Some server programs, such as Windows MT Remote Access Service. read information
stored oh domain contrallers.

" Pemissions compatible with pre-windows 2000 server operating systems

Select thiz option if vou run server programs on prewindows 2000 server operating
zyztems or on Windows 2000 or Windows Server 2003 operating spstems that are
memberz of pre-Windows 2000 domains.

& Anonymous users can read information on this domain.

Permissions compatible anly with ‘Windaws 2000 ar Windaoves Server 2003
ioperating systems H
Select this option if you run server programs only on *indows 2000 or Windows
Server 2003 operating systems that are members of Active Directory domainz. Only
authenticated users can read information on this domain.

Sibie, info@sibie.cz «43»



Administrace OS Windows

Z5-2012

AD restore password

Active Directory Installation Wizard

C Directory Services Restore Mode Administrator Password ’
Thig password iz used when you start the computer in Directory Services Restore
Mode.

Type and confirm the passward pou want to azsign to the Administrator account uzed
Iy when thiz server iz started in Directony Services Restore Mode.

The restore mode Administrator account is different from the domain Adrinistrator
account, The passwords for the accounts might be different, so be zure to remember

bath.
M Restore Mode Password; quuuu
Confirrn pazzword: Iﬂﬂunu

Far more information about Directory Services Festore Mode, see Active Directory Help,

< Back I Hest = I Cancel

Active Directory Installation Wizard

Summary
Fieview and confirm the options pou selected.

You choze bo:
Configure thiz zerver as the first domain contraller in a new forest of damain trees.

The new domain name is C21.LOCAL. Thiz is also the name of the new forest.
The MetBIOS name of the domain is C21
[ atabase folder C:NWINDOWSAHTDS

Log file folder: C:AWINDOWSANTDS
SEWOL folder: C:AWIND DWW SASYSVOL

The DMS zervice will be inztalled and configured on this computer. This computer
will be configured to uze this DMS zerver as its preferred DMS server.

=

To change an option, click Back. To begin the operation, click Next.

¢ Back I ﬂf;\:-:w I Cancel |
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Active Directory Installation Wizard

Summary
Review and confirm the options pou selected.

You choze bo:
Configure this zerver as the first domain controller in a new forest of domain trees. ;I

UGN RERENERE Active Directory Installation Wizard

The MetBIOS name of th  The wizard is configuring &ctive Directory. This process can take several minutes or

congiderably longer. depending on the optiohs you have selected,
D atabase folder: C:\wiIN

Log file folder: C:3w/IMDC
SSVOL falder: C:AWIME

The DNS service will be -'I?
will be configured to use IE '

=

Creatitg the System Yolume C:iwIND DWSSSYSWOL

To change an option, clic

Cancel |

E:’Start| @ @ J@nctive Directory Insk... | @‘ W 2104

- Active Directory je implementaci adresarové struktury Lightweight Directory Access Protocol
( LDAP ) v prostiedi MS Windows
- jadrem Active Directory je replikovana databaze obsahujici objekty, které reprezentuji zdroje
definované aplikacemi v siti Windows
e soubor ntds.dit
- Active Directory podporuje nasledujici API:
e LDAP CAPI
e Active Directory Service Interfaces (ADSI) COM interface
e Messaging APl (MAPI)
e Security Account Manager (SAM) APls
=  MSVI_0 - legacy LanManager auth.
= Kerberos aut.
e Windows NT 4 networking APIs (Net APIs)
- umoznuje administratordm nastavovat politiku, instalovat programy na skupinu pocitacd
nebo aplikovat kritické aktualizace v celé organizacni strukture
- své informace a nastaveni uklada v centralni organizované dazabazi
- vyZaduje instalaci sluzby DNS
- je zaloZena na standartnich internetovych protokolech
- jednoznacné definuje strukturu sité
- organizuje skupiny pocitac¢li a domén
- organizacni jednotky
e nejnizsi forma seskupovani objektl v Active Directory
e mame doménu firma.cz a OU nasledné mizZeme vytvofit na zdkladé jednotlivych
oddéleni této firmy; a tato oddéleni pak ddle ¢lenit na podfizena OU
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e skupinova politika mize byt uplatfiovana na Urovni organizacni jednotky
e muZe byt vnofend az do hloubky 12 drovni

e OU jsou definovany uvnitf domén

e Vlastnosti OU se dédi pouze v rdmci domény ( nikoliv mezi doménami )

»FSMO
- Flexible Single Master Operations Roles
- specializované doménové radice

»AD Domains and Trusts
- nastaveni vztahl dlvéryhodnosti ( trusts ) mezi doménami
e umoznuje uzivatelim jedné domény pfistupovat k prostfedkdm jiné domény
e vramci forest jsou vytvoreny automaticky
e rucni vytvoreni je potreba pro:
= Trust mezi Win 2000 a NT4 doménami
= Trust mezi doménami v ramci rlznych forests
Domain Naming FSMO
netdom.exe

%[ Active Directory Domains and Trusts -0l x|

File  Action Wiew Help

= | 0n &R 2
@E Active Direckory Domains and Trusts adl.intranet

ad] inkranet
Marne Type

There are no items ko show in this view,

»AD Sites and Services
- nastaveni replikace v rdmci LAN a mezi LAN a WAN
- specifikace Group Policies
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- zakladni nastroj pro béznou spravu uZivateld, skupin, pocitaci, tiskaren v AD ( organizacnich

jednotek )
- hierarchicka struktura
- FSMO role domény

-f_} Active Directory Users and Computers

<23 File  Action

Yiew  Window  Help

-lolx]
JRETES

G EEEERIEEIE T

@ Active Directory Users and Computer

-1 Saved Queries

adl.intranet

[ Builtin

[:I Computers

&3] Domain Controllers

a Users

N

[:l ForeignsecurityPrincipals

Mame

Type

Descripkion | =

3 Administrator
!ﬁ Cert Publishers

€ CERTSVC_DCOM_A. ..,

m Cns&dmins

ﬁ DnsUpdateProsxy
!ﬁ Diornain Adrmins

m Damain Computers
m Domain Controllers
!ﬁDomain auests

!ﬁ Domain Users

m Enterprise Admins
m Group Policy Creat...

& Guest

!ﬁ HelpServicesGroup

R s wrG

€3 IUSR_MIREK-W200...
7 Twam_MIREK-W20, ..

!ﬁ RAS and IAS Servers
m Schema Admins

€7 50 Server2005M5,
€7 0L Server2005Ms.,
€7 515 _wPG

€5 5UPPORT_388945a0

mTelnetCIients
O Terrinal Sarver Ca

User

Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...

User

Security Group ...
Security Group ...

User
User

Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...

User

Security Group ...

Sar kb SraLn

Buil-in account for admini...

Mernbers of this group are. ..

DS Administrators Group
DMS clisnks who are permi...
Designated administrators. ..
&ll workstations and serve. ..
&ll domain contrallers in th..,
All domain guests

All dorain users

Designated administrators. ..
Members in this group can...
Built-in account for quest ...
Group for the Help and Su...
115 Waorker Process Group
Built-in account for anony...
Built-in account for Intern...
Servers in this group can ...
Designated administrators. ..

Members in the group hav...
Mernbers of this group ha...
This is a vendor's account ...
Members of this group ha...
Lisk AF Terrminal Seroer oo LI

»Sprava AD

- sprava uzivatelQ a skupin
e pristupova prdva a dalsi omezeni
e logon scripty
e roaming profiles
e home directory

- sprava pocitacl

- sdileni a publikovani prostfedkd v AD ( sdilené slozky a tiskarny )

- Group Policies

GROUP POLICIES

Politiky = nastroje pro centralizovanou spravu — vynuceni nastaveni OS Windows.

- prvni ndznak ve Win 3.11
- Windows NT doména
e skupinové politiky vytvarené pomoci .adm a poledit.exe
o ukladané v netlogon

e  Windows NT — ntconfig.pol

e  Windows 9x — config.pol
- Windows 2000 AD
e integraces AD
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e aplikace na OU ( hierarchie politik )
e RSOP
o WMI filtry

- lokalni politiky ( moZnost pouZiti bez AD )

»Konfigurovatelna nastaveni
- registry
e nastaveni registru dle administrativnich Sablon GPO Editoru
- security
e definice nastaveni zabezpeceni pro local computer, doménu, sit, ...
- instalace software
o deployment aplikaci jako assigned ( instalace vynucena administratorem ) nebo
published ( aplikace je poskytnuta administratorem, uZivatelé mohou zvolit instalaci )
e moznost aktualizace, odinstalace
- scripty
e specifikace scriptd spousténych po zapnuti / pfed vypnutim poditace a pfi prihlaseni /
odhlaseni uzZivatele
- nastaveni |E
e sprdva a customizace Microsoft Internet Exploreru na OS Microsoft Windows 2000 a
novéjsich
- folder redirection
e presmérovani specidlnich slozek na sit

»Architektura Group Policy

Administrative
Tools Client

Group Palicy rinLogaon
Object Editor

. Group Policy
Server-sige ‘ —r Engine
: Server | | | | [L T _ _
snap-ins Client-Side
Active Extensions
Directory
. =
- File <
- Sy stern
|
GPMC Sysval WHI Registry |=——
—
R=OP
- Y Ewvent —
(L0 -
Local -
»GPO |
RzoP UI
Help and
Support
Center

Computer policies = nastaveni POCITACE pfipadné viech uZivatel PC; aplikuje se po startu.
User policies = nastaveni UZIVATELE; aplikuje se po pfihlaseni.
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»Instalace SW
- automaticka instalace SW ve formatu msi

- computer
e assigned
» automaticka instalace po zapnuti PC
- user
e assigned
e published
* instalace ,navyzadani“ — program je dostupny k uZivatelské instalaci v Control
Panel/Add or Remove
»Ladéni

- gpupdate.exe
e umoznuje rucni refresh GP
- gpresult.exe
e zobrazi Resultant Set of Policy ( RsoP ) pro user nebo computer
- GPMC
e Simulace
- utility:
- regtoADM
- ADM toExcel
- notepad

RESEN{ KRIZOVYCH SITUACI A SPRAVA OS

- ntbackup.exe
e  Windows Backup nastroj
e zaloha:
= filesystému
»= system state
o nastaveni ( registry, boot files, com+ database )
o AD
- safe mode
e kdyZ uz nevime kudy kam a Windows se odmita spustit korektné, zkusime pres safe
mode ( mouzovy rezim )

- Restore AD
e Directory Services Restore Mode
=  Primary

o pad celé domény — neni Zadny aktivni AD
= Authoritative
o po smazani objektl a jeho zreplikovani
o ntdsutil ( authoritative restore; restore database/subtree <name> )
= Normal
- command console
- Windows PE, MS DART
- opravna instalace
- vyuZiti virtualizace ( snadné prenesedni virtualniho stroje )
- Windows Resource Kit
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e obsahuje nastroje na feseni nestandartnich situaci i béznych problém, nastroje na
konfiguraci sité a bezpecnostnich prvkd, také nastroje pro Active Directory

%, Backup Utility - [Untitled]

Job  Edit Miew Tools Help

=10l x|

welcome Backup | Rezstore and Manage Media I Schedule Jobs

Click to zelect the check box for any dive, folder or file that you want to back up.

O 22 Metwaork Drive (2

""" [¥] = System State
[]DE by Documents
-] %d My MNetwork Places

< | 2l

= |:| @' Deskiop Mame | Comment
=[] % My Computer E ‘.-’-‘-.u:tive Diirectary
B[] % 3.5 Floppy [4:] [ gy Boot Files
I:I e Local Disk [C) & ﬁ COM+ Clazs Registration D atabase
|:| g Mew VYalume () £l ﬁ' Registy
#-[] .5 PRECOMPACT [* 0 &SYS\-"DL

| i

Backup options:

| B ackup destinatian:
_f" | File [

Backup media or file name:
Browse. .. |

IE:HBackup.bkf

Some file pes excluded.

Maormal backup, Summary log.

»Zakladni nastroje Windows
- mmc console
e konzole na spravu
e pridavaji se do ni snap-iny
e vyZaduje Administrative Tools
- WMI nastroje
e skripty, WMIC
- Eventlog
- PerfMon
- Debug tools
- Support tools
- Resource Kit
- SFC
e System File Checker

e scanuje vSechny zabezpecené systémové soubory, méni, nahrazuje, opravuje

»DLL problémy

- cilem je urcit, které knihovny jsou chybné, maji nekorektni verzi nebo jsou Spatné

zaregistrované
- Dependency Walker
- COMExp
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- ProcMon\FileMon + nastaveni filtrQ
- RegShot\InstallRite
- for /f nebo mass copy v pfipadé, Ze se jedna o Sirsi problém

»Filesystem
- FileMon\Process Monitor

- InstallRite
- Handle\WholLocksMe
- Streams

»nSecurity
- standart user analyzer
- FileMon\RegMon\ProcMon
- Regular *NIX tools — NetCat or Nmap

»Group Policy
- Eventlog

- Group Policy logging
- RSOP

e  zjistuje ktera nastaveni GP jsou platna pro daného uzivatele/poditac
- WinPolicies

»Fix implementations
- Application Compatibility Toolkit ( 5.0 )
e univerzalni nastroj od Microsoftu
e cilem je nejen fesit kompatibilitu ale také poskytnout lepsi kontrolu nad systémem
e nevyhodou je, Ze vétsina funkcionality neni dobfe zdokumentovana
- GPO

WINDOWS V HETEROGENNiM PROSTREDI

- béZné nastroje pro vzdalenou administraci
e vyuziti béznych nastrojl pro vzdalené ovladani a prenos soubort

= znakové
o telnet
o ssh
» grafické
o vnc
o rdesktop

o X-window system
»= prenos souborl
o ftp —s:FileName
o wget
e exporty, importy, pfenosy textovych souborl s davkovym zpracovanim pomoci
cron/Scheduled tasks
integracni nastroje
Services for Unix
e SFU35
= finalni verze SFU, ke staZeni zdarma
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= uréena pro Windows 2000, Windows XP Professional a Windows Server 2003 na
platformé x86 platforms
»= obsahuje Interix subsystem verze 8.0 ( release 3.5 ) s vicejazykovou podporou a
POSIX threadingem
= podporované verze Unixu: Solaris 7 a 8, Red Hat Linux 8.0, AIX 5L 5.2 a HP-UX 11i
e SFU pfimo obsazeno v:
*  Windows Server 2003 R2
=  Windows Vista Enterprise a Ultimate
- integrace Windows / domény / AD s nejbéznéjsimi Unix sluzbami
e Samba
e Squid
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Okruhy témat ke zkousce:

1.

® N o v & W N

10.

11.
12.

13.

Edice MS Windows - srovnani funkcénosti / omezeni , vhodnost nasazeni (domacnost,

firma a pod.)

Scriptovani v cmd (pfesmérovani, roury, proménné, errorlevel, for, vétveni scriptu)
Procesy, prace s procesy, nastroje

Registry - vlastnosti, prace s registry (zalohovani, oprava, scriptovani)

Nastroje pro spravu (MMC, prehled, priklady)

Bezpecnost - obecné principy, lokalni vs,. sitova, nastroje

Filesystémy - typy, vlastnosti, srovnani (Windows x *NIX)

Protokol TCP/IP v MS Windows - implementace sluzeb (DNS, DHCP, NAT....),

konfigurace, pfikazy pro nastaveni / ladéni
Windows Networking - server, redirector, CIFS/SMB

Active Directory - na ¢em je zalozeno, co poskytuje, sprava (prfiklady cinnosti pfi

odchodu zaméstnance a jeho ndhradé novym a pod.)
Group policy - pfiklady nasazeni (instalace SW, restrikce), ladéni

Zalohovani, fesSeni krizovych situaci (co, pro¢, jak je vhodné zalohovat; pfiklady
nestandardniho chovani pocitace/OS a vhodné nastroje na diagnostiku / feseni)

Windows v heterogennim prostredi - jak prenaset soubory, sdilet tiskarny, vzdalené

spravovat a pod.
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